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Physical and Information Security Security Systems 

 

What are some important reasons for physical and information 
security in bioscience laboratories? 

Physical security: 

 

 

 

Information security: 
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Physical and Information Security Security Systems 

 

What is physical security? 

 

 

What is information security? 

 

 

What are “assets” when thinking about security issues? 
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Other assets? 
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Physical and Information Security Security Systems 

 

Risk is a function of likelihood and consequences.  In order to 
determine a biosecurity risk we must assess both the likelihood 
of a biosecurity event as well as the magnitude of its 
consequences.   

Why is a risk assessment essential to designing and 
implementing a security system? 

 

 

Why are risk-based systems more effective and use resources 
more efficiently? 
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Physical and Information Security Security Systems 

 

A graph of likelihood vs. consequence can help you visually 
map out different risks for different scenarios. . . 

Being able to chart and visualize risks in a similar fashion can 
allow you to prioritize responses to different risks. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 Page 15  
  

Physical and Information Security Security Systems 

  

 

 

 

 

 

 

 

 

 

 

 



 

 

 Page 16  
  

Physical and Information Security Security Systems 

  

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 Page 17  
  

Physical and Information Security Security Systems 

  

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 Page 18  
  

Physical and Information Security Security Systems 

  

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 Page 19  
  

Physical and Information Security Physical Security 

 

 

Detection? 

 

Delay? 

 

Response?     
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Physical and Information Security Physical Security 

 

Physical security measures must always be balanced with 
access control.   

 

 

 

 

Note: Another course detailing the management of access controls 
is available in the GBRMC library.    
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Physical and Information Security Physical Security 

 

TRUE or FALSE:  A Physical Security Plan needs to be 
updated once every five (5) years.    

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 Page 25  
  

Physical and Information Security Information Security 

  

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 Page 26  
  

Physical and Information Security Information Security 

 

What types of physical information security sources exist in a 
biosciences laboratory? 
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Physical and Information Security Information Security 

 

What kind of electronic sources of information exist in 
association with bioscience laboratories? 
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What are some methods for securing electronic information? 
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Physical and Information Security Security System Maintenance 

 

Think of an example where a security measure failed (or might 
fail) due to lack of maintenance. 

 

 

 

What does effective maintenance require?    
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What is an example of a functionality test for a physical 
security system?    
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What is the difference between a Maintenance Plan and a 
Performance Plan? 

 

Maintenance Plan: 

 

 

Performance Plan:    
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